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RANSOMWARE COMPLAINTS VICTIM LOSS FROM RANSOMWARE ATTACKS
FILED WITH THE FBI
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AVERAGE RANSOM
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Miscellaneous Errors
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Denial of Service
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Total 29,207 27,351 4688
Accommodation (72) 69 4 7 58 40 4 7 29
Administrative (56) 353 8 10 335 19 6 6
Agriculture (11) 31 1 0 30 16 1 0 15
Construction (23) 57 3 3 51 30 3 2 25
Education (61) 1,332 22 19 1291 344 17 13 314
Entertainment (71) 7,065 6 1 7058 109 6 1 102
Finance (52) 721 32 34 655 467 26 14 427
Healthcare (62) 655 45 31 579 472 32 19 421
Information (51) 2935 44 27 2,864 381 35 21 325
Management (55) 8 0 0 8 1 0 0 1
Manufacturing (31-33) 585 20 35 530 270 13 27 230
Mining (21) 498 3 5 490 335 2 3 330
Other Services (81) 194 3 2 189 67 3 0 64
Professional (54) 1892 793 516 583 630 76 121 433
Public (92) 3,236 22 65 3149 885 13 30 842
Real Estate (53) 100 5 3 92 44 5 3 36
Retail (44-45) 725 12 27 686 165 10 19 136
Wholesale Trade (42) 80 4 10 66 28 4 7 17
Transportation (48-49) 212 4 17 191 67 3 8 56
Utilities (22) 48 1 2 45 20 1 2 17
Unknown 8411 5 5 8,401 868 3 3 862

Total 29,207 1037 819 27,351 5,268 263 307 4,688
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3 https://www.cisa.gov/jcdc

4 https://www.cnbc.com/2021/08/25/google-microsoft-plan-to-spend-billions-on-cybersecurity-after-meeting-
with-biden.html

5 https://cloud.google.com/blog/products/identity-security/cloud-ciso-perspectives-august-2021



